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How to do the windows update and
On-Board Zoom Room

If you have not discovered by now, you are not able to do windows updates to a Zoom Room because of
a Local Group Policy. The way around this is to register the Zoom Room to the Zoom Portal. Once you do
this you have control to allow for all the updates selected to be done on the Zoom Room. Once you have
selected the Drivers and the updates Plus allowed the window of time for the update, you will need to
go back to the Zoom Room and do the updates on the Admin Profile of the Zoom Room.

What is the issue of the Zoom Room.

Log-into the Zoom Room as admin, on the Keyboard that is attached to the Zoom Room please select
the windows key 5 times:
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Access the Admin Profile with the Local Admin Password that you set while you did the install. Now
select start/Run and type in Windows updates.
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All Apps Documents Web More ¥

Best match

/TN Check for updates
K~/

System settings

Apps

2F Settings

Settings

< Windows Update settings
View your Update history
Recovery options
Change active hours
Advanced Windows Update options
View configured update policies

Search the web

/O update - See more search results
update & security

update drivers

0
R update and security
o

Check for updates

System settings
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You will notice that this device is managed by your organization, that’s a red flag that you will
not be able to do the updates.

Windows Update

Update & Security

Windows Update

Q

Delivery Optimization

@

Windows Security

L |

Backup

Troubleshoot

Recovery

Activation

Find my device

For developers

‘Windows Insider Program

b & = B © b S

Device encryption

View configured update policies

Restart required
*Your organization will restart your device at 11:07 PM to finish updating Windows. Or select

() Pause

® View update histol

/N Advanced options
L

[ Install updates as soon

yre th

y

Restartnow  Schedule the restart

as possible

itional update controls and settings

| *Some settings are managed by your organization

Restart now to run more smoothly and securely right away.

Your device is missing important security and quality fixes

/

2024-09 Cumulative Update for Windows 10 Version 22H2 for x64-based Systems (KB5043064)

Looking for info on the latest upda

Learn more

Related links

Check Storage

Help from the web

So, what is going on, if you open the local Group Policy Editor to view that is happening.
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All Apps Documents
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g Edit group policy

Control panel

Search the web
£ gp - see more search results
L gpt

gpt chat

gpt-4

gpp

gpa calculator

gpt-40

gpedit

pel gptzero

IE Gru-z

£ gpo codes

Web

More ¥
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Edit group policy

Control panel
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| Speech
Store
1 Sync your settings
Tablet PC
Task Scheduler
Tenant Restrictions
1 Text Input
1 Widgets
| Windows Calendar
] Windows Color System
Windows Customer Experience Improvement Program
Windows Defender SmartScreen
> ] Windows Error Reporting
"1 Windows Game Recording and Broadcasting
Windows Hello for Business
1 Windows Ink Workspace
) Windows Installer
(] Windows Logon Options
| Windows Media Digital Rights Management
Windows Media Player
Windows Messenger
Windows Mobility Center
Windows PowerShell
"1 Windows Reliability Analysis
> [ Windows Remote Management (WinRM)
Windows Remote Shell
Windows Sandbox
> (] Windows Security
v [ Windows Update.
| Legacy Policies
" Manage end user experience
| Manage updates offered from Windows Server Update Service
"1 Manage updates offered from Windows Update
[ Work Folders
5 All Settings
v & User Configuration
> [] Software Settings
> [ Windows Settings
> (] Administrative Templates

. Manage end user ex

Edit policy setting

Requirements:

Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3 Option 7 only
supported on servers of at least
Windows Server 2016 edition

Description:
Specifies whether this computer
will receive security updates and
other importent downloads
through the Windows automatic
updating service.

Note: This policy does not apply
to Windows RT.

This setting lets you specify
whether automatic updates are
enabled on this computer. If the
service is enabled, you must select
one of the four options in the
Group Policy Setting:

2 = Notify before
downloading and installing any
updates.

When Windows finds updates
that apply to this computer, users
will be notified that updates are
ready to be downloaded. After
going to Windows Update, users
can download and install any
available updates.

3= (Default setting)
Download the updates
automatically and notify when
the are rearh tn he inctaller

Configure Automatic Updates

Setting State

Turn off auto-restart for updates during active hours Not configured
Specify active hours range for auto-restarts Not configured
llow updates to be downloaded automatically over metere... Not configured
Enable features introduced via servicing that are off by default Not configured
ways automatically restart at the scheduled time Not configured
[ Configure Automatic Updates Enabled

Specify deadlines for automatic updates and restarts Not configured
emove access to "Pause updates” feature Not confi
Remove access to use all Windows Update features Not configured
lpdate Power Policy for Cart Restarts Not configured
|22 Display options for update notifications Not configured

red

v

Comment

\ Extended { Standard /

This is the issue and if you try to open this as admin then reset the PC this setting will persist, at this
point reset the system and register this device as a Zoom Room Device to your Zoom Room Portal. Once

it's registered look for the Zoom Room within your Zoom Room Portal.

< C @ O 8 nhttpsy//zoom.us/location
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3] Import bookmarks.. [ Private-Eye [ Shodan Search Engine [J 63 Nova [JFfood [ Home-improvement [J Hunting [JLlenovo [ Personal-Growth (3 Prospector [JSolar [JArchery [J Camping (Jdisterly [ Home-Backyard

ZOOM  Products  Solutions  Resources  Plans &Pricing Schedule  Join  Hostv~  WebApp v
eIy & e
ciips Location Directory Zoom Rooms Account Settings  Service Logs 5Roomis)  OLicense(s) Available  Help
Scheduler ( N
a
—-— - Your Zoom Rooms free trial will end on Oct 12, 2026. We will not auto-bill you once your trial expires, but you can purchase a Zoom Rooms Plan to continue
ettings
Al ns your usage.
Data & Privacy
» © United States
ANSWICS & Renoie) Devices Rooms Floors Buildings Campuses Cities States Countries/Regions
Unassigned Rooms (2)
ADMIN
(@ |[ arroommypes v |[ Anstaws | + AddRoom [N
Dashboard 4 )
> User Management O Room Name Calendar Devices Activation Code
> Team Chat Management
. Demot Zoom_Demot = _
» Device Management O L1 ® [ONE] Regenerate Edit ) -
Ground Floor Floor, Joe's Lab Building =
~ Room Management
n— demo2zoom@gmail.co
ms emo: -
Zoom Room: = m = 1597-1844-3423-6737 Edit
} Ground Floor Fioor, Joe's Lab Building demo2zoom@gm.. ©
Calendar Integration
Content Library demo3zoom@gmail.co
Demo3
o em ey m = 1807-6702-4795-7799 Edit e
Cisco/Polycom Rooms Ground Floor Floor, Joe's Lab Building demo3zoom@gm. ®
H.323/SIP Room Connector
demo04zoom@gmail.c
Headquarters Main Room om
> Workspaces Management a - - El Regenerate £di
demon4zoom@g.. @
> Phone Sysiem Management
Mark
> Account Management Marks Room 1765-8444-5536-088 Edit
2 O a Mark@smaricolia.. @ = 4 !
> Advanced
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At this point select the Zoom Name: Within this Doc we are looking at Demo2, Click on the Three dots to
the far right of the Named Device:

App Version

87
3 6.1.5 (5274)

Assignment

Headquarters Main Ro...

MAC Address

80-30-49-DC-FD-87

Edit

Now select the drop down menu select Upgrade OS/ and select the (!) which will then open the menu to
open the windows update Management.

« C @

QO B nhttps//zoom.us/location?resource_id=FaXYBXTIQUCDhterM4c3)waresource_type=20
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-8) Import bookmarks.. ([ Private-Eve [ Shodan Search Engine (363 Nova [JFood [JHome-improvement [JHunting [Jlenovo (3 Personal-Growth [ Prospector [JSolar [ Archery (3 Camping [Jdisterly [ Home-Backyard

ZOOMM  romcts  Soutions  Resouces  Plans & Pricing
T California
Settings
Data & Privacy o Livermore
Anslytics & Reperts L Joe's House
ADMIN . Joe's Lab
Dashboard Ground Floor
) User Management —,
. Team Ghet Monogement -
3 Demo?
> Device Management
Demas
i sanJose
Calendar Integration . Massachusetts
Contontibrary S
Cisco/Polycom Rooms

Unassigned Rooms (2)
H.328/5IP Room Connector

Workspaces Mansgement

» Phone System Mansgement

> Account Management

> Advanced

Zoom Learming Center
Video Tutorials:

Knowledge Base
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[ Al Pratform 0 ~ | ({1 Managed Devices <) [ 41 Zoom Device Types

[SY N —

<) (A1 Zoom Partrer Devices | [ AllStatus ~ |

Platform 0S

o Device Name.

.+ [ orsiaon.ssosan

) YMI02FGY

@]

() @

CO/psge v ) resulti)

App Version

Wineiows 10019045.2546 , 64bi

6111(4556), B4bit Demo?

Assignment

MAC Address

7C-91:20-52-41-53
‘Show More

Contact Sales  Request aDemo

Schoauts  Join  Host~  wobapp - ([

Upgrade ~  Export

Upgrade 08

Doungrade App
Relesse from Room

Unenroll from ZDM
Remove from Zoom
Wipe Deviee

Launch Controller
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Now you will be sent to the Update Management Menu:

<G () https://zoom.us/device/update/manage?type=win A m = % - A

Q_search Support  1.888.799.0125 Contact Sales  Request a Demo

Zoom Products Solutions Resources Plans & Pricing Schedule Join Host v Web App v ﬂ

Ay e A g

ADMIN Update Management
Dashboard Windows Update
> User Management

> Team Chat Management

To manage your Windows system updates, please upgrade Zoom Rooms to 5.2.0 (5.2.2940.0927) or later, and keep Zoom Rooms in login. X

v Device Management

Overview

Active Updates Ignored Completed B3 Set Update Schedule
Device List
Q search || select Classifications v
Order List
Unassigned
Enolimsnt Details ¢ Classificationy  Publish Date § ’ : Installed Status 3
Devices
Update Management
. Intel - System - 9/19/2017 12:00:00 AM -
System Config * NONE 05/27/2019 23:25:29 4
11.7.0.1000
> Room Management
”» 2022-12 Security Update for Windows 10 Version
> Workspaces Management SECURITY 12/13/2022 10:03:06 3
22H2 for x64-based Systems (KB5012170)
> Phone System Management
- - 5.0 ONE 6/2023 09:50:49 3
> Account Management Intel - Extension - 2316.5.0.0 NONE 11/16/2023 09:50:4 3
2tAdvanced __ Microsoft .NET Framework 4.8.1 for Windows 10 Q
NONE 0/10/202310:00:00

Moving forward from here there is a Three step process to allow the device to update the drivers and
updates.

3.) Select the updates, and this point selected all of them!
4.) Assign the Devices to the updates.

5.) Set a Window of Time that you will allow the updates to happen.
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Z00M  Froducts

Doce @D
Surveys
Recordings & Transcripts
Clips.
Scheduler
Settings
Dena Pvncy
Analytics & Reports
o
Dashboard
3 s Managariant
» Team Chat Management

~ Device Management
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Resources  Plans & Pricing

Update Management

Windows Update

Active Updates Ignored Completed
(a ) (Setect Classifications -]
@ Details ¢ 3_)

Channel (Broad)

O Windows 1, version 23H2

o Windows 10

Clessification?  Publish Date &

Undate for Microsoft Defender Antivirus - KB2267602 (Version 1.417678.0) - Current

ecurity Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 14176810) - Current

22H2 for x64-besed

(KB5032339)

2023-11 Cumulative Update for NET Framework 35, 4.8 and 481 for Windows 10 Version 22H2 for x64

NONE 00/13/2024 09:33:21
NONE 00/13/2024 12:34:06
00/06/2024
NONE
0018:03
09/06/2024
SECURITY
085658
SECURITY 1/14/2022 10.00:00

Assign Devices (1/1)
The device will not appear on the list i
* The patch does not apply for the device.

* Update service is dissbled on the device.

Adter assigning, the Windows updates will start automatically

(a

~ [ All enrolled devices (1
© @ Joe GLabel)

Unassigned Devices

5.)
4) \ x
@ SetUpdate Schedule
1item(s) selected  Assign Devices Ignore

Installed Status &

Installed

%
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Set Update Schedule

The devices will use the following schedule to upgrade Windows
patches. We wont -
ch installation. Active hours are your hours of

Ok once you have done all of this go back to your ZOOM Room Device and log into as Admin:

Log-into the Zoom Room as admin, on the Keyboard that is attached to the Zoom Room please select
the windows key 5 times:
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EE

e ZoomRooms
@ ZoomBoomsAdmn

Access the Admin Profile with the Local Admin Password that you set while you did the install. Now
select start/Run and type in Windows updates.

All Apps Documents Web More v

Best match

/TN Check for updates
~ System settings

Apps
Check for updates
2F Settings System settings
Settings

Windows Update settings

GG

View your Update history
Recovery options
Change active hours

Advanced Windows Update options

Q QO bk

View configured update policies

Search the web

o)

update - See more search results
update & security

update drivers

e

0

L update and security
0

update]

At this point Select the check updates and wait for the downloads to complete and Restart the System
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€ settings

®  ZoomRoomsAdmin Windows Update

W Local Account

Find a setting Q m Restart required (estimate: 5 min) _

u Your device willrestart outside of active hours set by your organization.

o system
© Biuetooth & devices Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.417.678.0) - Current Channel (Broad) Download & install
‘@ Network & internet Windows 11, version 23H2 Pending restart
/ Personalization
Windows Malicious Software Removal Tool x64 - v5.128 (KB890830) Install
B Aeps
o Lenovo - Extension - 1001 Pending restart
& Accounts
D Time & language Lenovo Ltd. - Firmware - 10028 Pending restart
# Gaming Intel - net - 23.40.0.4 Pending restart
K Accessibility
@ Privacy & security More options
@ Windows Update Get the latest updates as soon as they're available
Sl s e s, o wi oot Lo et o @
00 Pause updates Pause for 1 week
D Update history >
G Advanced options 3

Delivery optimization, optional updates, active hours, other update settings

g Windows Insider Program N
preview builds of Wi and updates

) Windows Update is committed to helping reduce carbon emissions. Learn more

Restart now you will see the following windows ignore and repeat this process until you have updated
all of the drivers and software updates.

Another user is logged in

estarting now might affect their work. Do you want to restart anyway?
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